                                              Safety and Security  
Q1. Define computer Security?

Ans . It is concerned with taking care of the hardware software and most importantly the data.

Q2. Define corrupted data.

Data is said to be corrupted if errors are introduced in it. Usually errors are introduced with faulty equipments.

Q3. Explain data security.

The security of data means the method of protecting data and s/w from being.

1. Lost 

    Eg: By Using discs or tapes

      The files is on the system but badly named.

2. Destoryed

    Eg. By fire or flood

          By deleting

3. Corrupted
   Eg. By scratches on a disc or faulty disc drive
          By interference during communication
          By introducing viruses
4. Modified  Ex
· By being unintentionally written over.

· By Mysterious reasons such as frauds.

· By being updated with incorrect data.

5. Hacked       Accessed by unauthorized people eg.

          Knowing the security information of one country

          By the other country

Q5. Explain the term Hacking.

Hacking means illegal access to someone else’s computer sys.

Or

Hacking means obtaining access to comp sys without authority
Or

Hacking means anonymous probing of any computer or comp network and causing malicious harm to it or to steal information beneficial to themselves like passwords, credit card no.
Ex.

Hackers can gain access to electronic mailboxes of the famous people.

Hackers can gain access to the user account and can read imp files in it.

Q6. How can u stop hackers from gaining access to your comp?

Ans  Only download or accept files from reliable sources.

 By the use of Password for the user accounts and for individual files.

By arranging a network system to be unfriendly to strangers eg. To disconnect a user after 3 unsuccessful attempts to key password.

Use firewall device to block unauthorized access to your comp.

Encrypt the files.

Install a good virus scanner program and update virus information files at least weekly.

Don’t keep passwords, banks or financial acct no , social sec no or other personal & confidential information on your computers hard drive.

Q 7. Explain the term Virus.

Viruses are mischievous programs whose purpose is to disrupt the sensible use of comp. Viruses are able to spread by infecting other disks by copying themselves on to the disks which are being used by the comp. Viruses may erase files or corrupt the dat on the screen.


Ex. Michelangelo virus. This infect files until 6 march which was Michelangelo’s birthday. On that day, If not stopped, it deletes the files on the hard disc of any infected comp.
Cascade virus:

This also has particular dates when it becomes active, causing all characters on the screen to fall in a jumbled mass to the bottom of the screen.

Q 8.  What steps should be taken to protect data against viruses.
Ans. 

Make sure everyone in the organization knows of the danger.

Install antivirus sw for viruses on the machine, which checks for viruses on the hard disk everything the system is booted up and checks the floppy disks before data is taken from them.

Avoid the use of any prog of doubtful origin such as free sw.

Make standard sw write protected so that a virus cant change it.

Do not download sw from bulletin boards since this is the easiest way for the people who produce viruses to distribute their handiwork.

Try not to use too many comps since this will increase the risk of passing on a virus.

Always check your comp for viruses while booting it up.

Back up files on a regular basis. This may not get rid of the virus, but if it deletes files, at least they may be recovered.
Do not buy second hand sw unless u can scan it first.

Q 9. Define Archive

Ans.  An archive is a file or set of files which is being kept in long  term storage in case if it is required. Archiving means placing imp comp files in a safe place for a long term so that they can be found very easily if needed.
Q 10. Explain the term Encryption.
Ans. Encryption is the technique of conversion of data called the plain text into an unintelligible format called the cipher text to prevent the data  from being understood, If read by an authorized party.

A reverse operation is known as decryption converts the encrypt data back to its original form.
Encryption is often used when a file contains sensitive data & is transmitted from one place to another. The data is coded(ie scrambled by an encryption program) before being sent & then decoded by running a decryption program at the receiver end. Both processes are performed automatically by the comp. The decryption program needs to be fed a set of characters before they are run. If the data is intercepted it is impossible to understand to alter .Encrypted files provides a measure of sw security.
                                     COMPUTER MISUSE ACT 1990
It creates 3 criminal offences.

UNAUTHORISED ACCESS TO COMPUTER MATERIAL.

This makes it illegal to access a computing system authorized to do so. As such it makes the activity of hacking a crime. It does not matter whether the hacker is remote, working from a distance over the remote area networks, or local, where persons such as employees or students who may that authority. The hacking need not be directed at a particular computer, pro got data. For example, it is unlawful, without proper authority.

To use another person’s ID &  password  in order to access a comp,use data or run a prog.

To alter, delete , copy or move a prog or data, or simply to output a prog or data or,

To lay a trap to obtain a password.

Elements of computer fraud

Knowingly access or otherwise use a comp.

Without authorization or exceeding authorization.

With intent to commit a fraudulent act other criminal act.

Computer as object. – Comps & network systems themselves as the object or target of crime . For ex, physical theft, damage , destruction of information.
Computer as subject. – The comp is the environment within which the crime is committed. For ex, virus attacks.
Computer as tool. – comp used as the means to commit a crime. For ex, embezzlement, theft of information, hacking.
Computer as symbol – Computers used to lend frauds credibility. For ex elaborately computerized investment schemes.

Debit card: Debit cards are used as n alternatives to cheques. When goods are bought using a debit cared, the money is immediately transferred from the shopper’s acct to the stores acct.

Cash card: are used to obtain from a cash dispenser

Credit card: enables people to obtain instant credit either against goods bought of for cash dispenser.

Electronic Fund transfer ( EFT) The process of transferring money electronically without the need for paperwork or the delay that using paperwork brings.

EFTPOS: Electronic fund point of sale. Where electronic fund transfer takes place at a point of sale terminal.

Q 11 .What is the procedure for electronic fund transfer?

The cash machines( also called atm) are used for EFT. The system uses a no called PIN , personal identification no, which has to be keyed before access to the machine is allowed. The PIN is known only to the card holder, so the card on its own can’t be used to obtain cash from a dispenser. When the PIN is entered at the keypad, the dispenser compares the PIN entered with the no contained in the magnetic strip on the back of the card. If it matches , the required money can be dispensed from the machine, otherwise access is denied to it.

Q 12 . How are the payments made with a debit card?

Debit cards are rather like cheque’s in the sense that the money comes directly from the holders accts but quicker to use. EFTPOS terminals make the user to enter the PIN using a keypad & write slips out for users to sign. When a cardholder’s signature is confirmed, the money for the goods is immediately transferred from the cardholders bank acct to the retailers bank acct. Because signature verification is used, the system is open to abuse if a card is stolen. A switch card is one ex of the payment card.

Q 13.What is a smart card?

A smart card is a plastic card which contains its own built-in microchip performing 2 security functions. First, it carries the holders identification data and secondly it verifies this data against the PIN code that the card holder enter at the card reading terminal. In addition to this, the smart card can hold details of the holders credit limit & carry a record of the transactions made with in limits.
Disadv:

The main objection to the use of smart card is the cost since many ATMS and Pos terminals would need converting to be able to read smart cards.

It has been found that smart cards used to decode the TV signals have been counterfeited.

Q 14. Define Software piracy
Sw piracy means , illegal copying of the comp sw which is estimated to cost the software developers in millions per years.

The copyright ,Design and patents act, 1989.
The copyright ,Design and patents act makes it a criminal offence to be caught copying or stealing sw.

Under  the act, it is an offence to copy or distribute sw or any manual that comes with is without permission or a license specifically allows it.

The act makes it illegal for an organization to encourage, allow, compel or pressure its employees to make or distribute copies of illegal sw for use by the organization.

Q 15. How to reduce frauds

Careful recruitment of staff.

Make sure no single member of staff carries out the whole process.

Keep on swapping staff around diff depts. To avoid problems.

Q 16. Define phantom withdrawal.

This is money which has been debited mysteriously using an ATM without the person who owns the card, using it. Customers come to know about this kind of withdrawal only when they checks their monthly statement.

How to overcome it.
 Banks have introduced a pilot scheme where a pinhole camera secretly concealed near the screen of the cash dispenser takes a picture of the person withdrawing the cash. This picture is digitally compressed  & stored on disk along with the details of the withdrawals such as date. Time , branch & acct details. These cameras may further be used to photographs vandals who try to vandalize these machines, when sensors inside the machine are activated.

